Health365 - MFA Guide
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To protect your sensitive health information, we have introduced multi-factor

authentication (MFA) to Health 365.

Every time you log into the site using your usual username and password, the system

will send you an email with a one-time code. You

will need to retrieve the code from

your emails and enter it into the Health365 screen.

This helps keep your data safe and secure and makes it much harder for others to hack

in. Please follow the guide below to login.

Step 1

Go to the Health365 log-in page at

www.health365.co.nz /

Enter your usual username and password and -
click “Sign In”, as usual.

Sign in to your account

Username or email

Password
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Forgot Password?

To better protect your data, we have introduced mandatory
multi-factor authentication. Once you enter your username
and password, a code will be sent to the email address
associated with your account. You will need access to your
emails, so that you can retrieve that code to complete the
Health365 log-in process.

Step 2

The next screen tells you that a six-digit code
has been sent to your email.

There is a reminder here of what email address
you have registered against your account.

Do not close this webpage while you consult
your emails — see Step 3 for options on how to
do that.
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Whatis Health365?

Please signin

A six digit code has been sent to your email

a**y**a**a*@gmail.com. Please enter that code

/ below.

The code can only be used once, and will be valid for 10

minutes. If you do not receive the code, please ¢
spam folder. If you still haven't received it, or you have
exceeded the time limit, please press "Resend Code” below
The code may take up to 60 seconds to come through i
there are network delays. Please be patient

ck your

Need help?

m Resend Code Cancel




Step 3

Access your email account.

You have a number of options but for all of them itis important that you do not close

the Health365 webpage while you do that:

1) Loginto your emails using another device. For example, if you are trying to log into
Health365 on your computer, you can open your emails on your phone.

2) Ifyou already use Outlook or the Mail app on the same device, you can open that
separate application by clicking on thaticon.

3) Log into your emails over the web on the
the Health365 webpage:

If you are on a computer, at the top lefthand
side of your screen you will see the “+” icon.
Click this to open a new tab in your
browser.

w i
_ https://auth.health365.co.nz/realms/Health

same device. To do that without closing
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Then enter the address of your email provider as you normally would.
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Notice that the Health365 webpage remains open, which is important because you will
need to click back on that tab to enter the code once you have found it in your emails.

Step 4

You should have received an email with a
six-digit code (if you did not, see
Troubleshooting below).

You can only use this code once and it
will be valid for 10 minutes.

Remember, copy or write down the code.

Health365 access code Inbox x

noreply@health365.co.nz
tome v

Hi [

We have received a request for a one-time security code to enable you to log into your
Health365 account

Your access code is 589392 This code will expire in 10 minutes. After that, you will

need to request another code.
If you did not ask for the code, you do not need to do anything
Thanks for using Health365!

Regards
The Health365 team




Step 5
Navigate back to the Health365 window.

If you used the web browser, click back on the “Sign in to Health365” tab.
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Step 6

Please sign in

Ente r the COde : A six digit code has been sent to your email
a**y**a**a*@gmail com. Please enter that code
3 H H ”»
Press “Signin”.

succeSS! m Resend Code Cancel

You have successfully logged in.

You will not be asked to complete the MFA process again if you try to log in on the same
device (phone or computer) for 3 days.

Troubleshooting

The code may take up to 60 seconds to come through if there are network delays. Please be
patient.

Please do not press the “Resend Code” button repeatedly. Each time you press it, a new code is
generated and the last code is invalidated. If the original code arrives a few seconds or minutes
later, it will no longer the valid and this can cause confusion.

If you do not receive the code after 60 seconds, that may be because:
e The emailisin your spam, junk and promotional folders. Please check there.

e Your emailinbox is full. If so, you will need to clear space before you can receive new
emails.

¢ Your network connection is slow. Try refreshing your email browser or turning airplane
mode on and off.

If you still haven't received it, or you have exceeded the 10-minute time limit, then press the
"Resend Code" button.



